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Our goal

How could a construction for secure cryptographic primitives

look like that maximize the efficiency of an MPC evaluation?



MPC from theory to practice

Aln recent years significant progress in MPC
AMany applications are being developed

AWhat happens when fundamental cryptographic primitives are
employed in an MPC context?

MPC friendly designa symmetric primitive design for efficient MPC

evaluations



MPC friendly crypto primitives

To obtain an MPC-friendly primitive we should consider:

1. Number of multiplicative/ AND gates (Multiplicative complexity)

2. Multiplicative depth

3. Field most efficient MPC protocols workin ,with alarge prime, and

cryptographic primitives usually work in binary fields, but the conversion

between fields is quite expensive



The two main paradigms for secure computation

Yao and BMR protocols GMW protocol
AVYao [Ya086]: first protocol for AYao’s protocol was followed by several
secure two-party computation protocols for the multiparty setting
ABeaver-MicaIi-Rogaway [BMR9O0]: U Goldreich-Micali-Widgerson [GMW&87]

multiparty protocol using a U Ben Or-Golwasser-Widgerson [BG\W&8]
similar approach to Yao’s U Chaum-Crepeau-Damgard [CCD87]
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Fundamental tool: (1) oblivious transfer
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Fundamental tool: oblivious transfer

(J \\ U OT requires PK crypto, inherently inefficient
O/ S V Most efficient OT protocol: 10000 OTs per second [co15]
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Fundamental tool: oblivious transfer

(J \} U OT requires PK crypto, inherently inefficient
0/ G V Most efficient OT protocol: 10000 OTs per second [co15]
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&0/ \0) V OT extension: 8 million OTs per second
o V Cost of active security negligible [kOs15]



OT-extension: basic idea
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Garbled circuits application: 2PC

garbled circuit

garbled input ,
output wire labels

v

input <
>l OoT
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garbled
C,
Optimizations point-and-permute free-XOR

garbling half-gates

fixed-key AES



The GMW protocol

V Semi-honest adversary corrupting anynumber of parties

V  represented as an arithmetic (boolean) circuit with addition (XOR) and
multiplication (AND) gates over GF(2)

V Additive secret sharing scheme

[3]
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EVALUATION

The GMW protocol (2P)
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The GMW protocol - Optimizations

AUsing OT preprocessing

AOT extension

V GMW implementation 5500 gates, 7 sec for 5 parties,
10 sec for 10 parties (but actually much faster)



Low latency vs high throughput

The garbled circuit paradigm

A Constant-round
A High bandwidth
A Low latencyand low throughput

A Good in slow network

The secret sharing paradigm

A Many rounds (depth of circuit)
A Low bandwidth

A High throughput

A Need fast network



Low latency vs high throughput

The garbled circuit paradigm

A Constant-round
A High bandwidth
A Low latencyand low throughput

A Good in slow network
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The secret sharing paradigm

A Many rounds (depth of circuit)
A Low bandwidth

A High throughput

A Need fast network
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The secret-sharing paradigm — Malicious setting

ASPDZ, TinyOT, Mascot (

ADishonest majority, malicious adversary
X Impossible without computational assumption
X No guaranteed termination



Secret-shared paradigm - Preprocessing model

TRUSTED DEALER
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Secret-shared paradigm — Online phase

ADDITIVE SECREHARING ADDITIVE SECREHARED MAC
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Secret-shared paradigm — Online phase

Alnput multiplication gate: B and .
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Implementing the trusted dealer

1. No secret input when using crypto
2. Constant round preprocessing
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Implementing the trusted dealer

HOMOMORPHIC
ENCRYPTION

- Damgard et al. [DO10]
- Bendlin et al. [BDOZ10] (BeDOZa
- Damgard et al. [DPSZ12] (SPeeDy

OBLIVIOUS
TRANSFER

- Nielsen et al. [NNOB12] (TinyO)
- Larraia et al. [LOS14]

Frederisken et al. [FKOS15]
(MultiTinyOT)
Keller et al. [KOS16] (Mascof



Triples per second (/s)

Triples generation for 128-bit field

—o—F,., 1 thread
—a— Fu, 10 threads
—— Fu Fy, 100 threads

3 1
Number of parties

- 1 Gbit/s link
- 180.224 bits per triples
(max 5549 triples/s per 2 parties)



Efficient MPC evaluations of crypto primitives

AND gates are expensivel!ll

- Optimize triple generation in secret-shared MPC protocols
- Optimize circuit representation for secure computation

- Design MPC-friendly primitives



MPC-friendly symmetric key primitives - PRF

[Grassi et al., CCS2016]

X Evaluation of PRF in a secret-shared based MPC system (MASCOT)

A Secure join operations on a secret-shared database [LT\W13]

A Oblivious RAM [LO13]

A Searchable symmetric encryption, order-revealing encryption [BCO’N11, BLRSZZ15, CLWW 16,
BBO’NO7, CJJKRS13]

A Post-quantum signature [CDGORRSZ17]



PRF — five candidates

()( )X( ) - )
CETI . (1yeees )

AAES (just as a benchmark)
ALowMC [ARSTZ15]
ANaor-ReingoId [INR97]
AMIMC [AGRRT16]

AlLegendre [D88]



AES

2 ( 2)8><( 2)8—>( 2)16

A SPDZ engine over , embedded into

OUTPUT ONLINE OFFLINE LATENCY | THROUGHPUT
(type) Multiplications Rounds
shared 960 50 200ms/block 8ms 530 blocks/s




LowMC

(2 x(2) -(2)
A = keysize; = blocksize (bits)
A = number of Sboxes
A = number of rounds (depends on the security)
A Atleast 13rounds( =49 =256=12)
OUTPUT ONLINE LATENCY | THROUGHPUT
(type) Multiplications Rounds
vector shared 1911=3 2 4.3ms 591 blocks/s
M4R shared 1911 =13 4.1ms 475 blocks/s




A

=<

Naor-Reingold
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enc ¢ &{eg []

> a multiplicatively written group of prime order

1)

A Encode be a hash function that maps group elements into elements of

A a 256-bit elliptic curve group over the NIST curve P-256 === 756-bit prime
OUTPUT (type) ONLINE OFFLINE LATENCY | THROUGHPUT
Multiplications Rounds
log public 2 3+1 dgt+1l) 4.3ms 370 blocks/s
const public 4 + 2 ! Seval/s 4.5ms 281 blocks/s




Agcd(3, - 1)=1; = 7 3prime field of size 128 bits
A MiMC(basic): one squaring and one multiplication for each round

A MiMC(cube): preprocessing the tuple ([ 1,[ 41,[ ], < , = =,

[°]=3 [°]+3 72 []+ °+[°7]



MIMC

X —
OUTPUT (type) ONLINE OFFLINE LATENCY | THROUGHPUT
Multiplications Rounds
basic shared 2 12.7ms 8788 blocks/s
cube shared 34eval/s 5.889ms 6388 blocks/s




Legendre

A (—),(+1),( +2),..., and ():%((—)+ 1) , is apublic prime

(,) L+ )

(+1) _
X Le@:( ) x() - p, = (29

A Decisional Shifted Legendre Symbol Problem (DSL&): be a uniformly sampled

element in ,di st hgtuwe & nand R with non-negligible probability,
where

H(—) and . - {-1,1}



Legendre — MPC evaluation

Public output:
A Given a shared non-zero [ ] we want to compute ()

A Take a random preprocessed non-zero square [ 2]
A Compute[ 1= 2] [ ]andopenc

By the multiplicativity of the Legendre symbol: () = (cC)

V n evaluations in parallel — n-bit output PRF
V n multiplications and n openings in two rounds



Legendre — MPC Evaluation

Sharedoutput:

Protocol Il qende

Let o be a fixed. quadratic non-residue modulo p.

Eval: To ewaluate F| 4y on input [z] with key []:

. Take a random square [s°| and a random bit [b]
. [t] « [82] - ([b] + a - (1 — [B]))

u < Open([t] - ([k] + [z]})

4. Output |y| « ((ﬁ) < (2(b) —1)+1)/2

- o




Performance of the PRFs (LAN setting)

PRF OUTPUT ONLINE LATENCY | THROUGHPUT
(type) Multiplications Rounds

AES Shared 960 50 8ms 530 blocks/s
LowMC(v) Shared 1911 13 4.3ms 591 blocks/s
LowMC(M4R) 1911 26 4.1ms 475 blocks/s
NR(log) Public 2 3+ dg+1l) 4.4ms 370 blocks/s
NR(const) 4 + 2 7 4.5ms 281 blocks/s
MiMC(b) Shared 73 146 12ms 8788 blocks/s
MiMC(c) 73 73 5.9ms 6388 blocks/s

Leg(bit) Shared 2 3 0.3ms 202969 blocks/s
Leg(n) 256 3 1.2ms 1535 blocks/s




