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Our goal

How could a construction for secure cryptographic primitives 

look like that maximize the efficiency of an MPC evaluation?



MPC from theory to practice

ÅIn recent years significant progress in MPC

ÅMany applications are being developed

ÅWhat happens when fundamental cryptographic primitives are 
employed in an MPC context? 

MPC friendly design: a symmetric primitive design for efficient MPC    

evaluations



MPC friendly crypto primitives

To obtain an MPC-friendly primitive we should consider:

1. Number of multiplicative/ AND gates (Multiplicative complexity)

2. Multiplicative depth

3. Field: most efficient MPC protocols work in 𝔽𝑝,with 𝑝a large prime, and 

cryptographic primitives usually work in binary fields, but the conversion 

between fields is quite expensive 



The two main paradigms for secure computation

Yao and BMR protocols 

ÅYao [Yao86]: first protocol for 
secure two-party computation

ÅBeaver-Micali-Rogaway [BMR90]:
multiparty protocol using a
similar approach to Yao’s

GMW protocol

ÅYao’s protocol was followed by several
protocols for the multiparty setting

üGoldreich-Micali-Widgerson [GMW87]

üBen Or-Golwasser-Widgerson [BGW88]

üChaum-Crepeau-Damgard [CCD87]
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VThe sender inputs  𝑘0and 𝑘1

VThe receiver inputs a bit 𝑏and receives 𝑘𝑏



Fundamental tool: 
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oblivious transfer
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OT

SENDER RECEIVER
𝑘0

𝑘1

𝑐

𝑘𝐶

VThe sender inputs  𝑘0,…,𝑘𝑁−1

VThe receiver inputs a choice 𝑐, 𝑐=0,…,𝑁−1, and receives 𝑘𝑐

⋮

𝑘𝑁−1



Fundamental tool: oblivious transfer

üOT requires PK crypto, inherently inefficient 
V Most efficient OT protocol: 10000 OTs per second [CO15] 
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üOT requires PK crypto, inherently inefficient 
V Most efficient OT protocol: 10000 OTs per second [CO15] 

üOT- extension
V OT extension: 8 million OTs per second
V Cost of active security negligible [KOS15]



OT-extension: basic idea

+ Cheap symmetric crypto



Garbled circuits application: 2PC

𝑥

garbled circuit 𝐹

garbled input 𝑥,
output wire labels 

OT
input

wire labels

𝑦

garbled 𝑦

Optimizations:  point-and-permute [MNPS04], free-XOR [KS08], fixed-key AES 
garbling [BHKR13],  half-gates [ZRE15], . . .

𝐹𝑥,𝑦
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The GMW protocol

VSemi-honest adversary corrupting anynumber of parties

V𝐹represented  as an arithmetic (boolean) circuit with addition (XOR) and           

multiplication (AND)  gates over GF(2)

VAdditive secret sharing scheme

𝑎= 

ⅈ∈3

𝑎𝑖

𝑎1

𝑎2 𝑎3



The GMW protocol (2P) 

INPUT 𝑦 𝑥𝑦+ 𝑟1

𝑥+𝑟2

𝑃1
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𝑥1= 𝑥+𝑟2

𝑦1= 𝑟1

𝑥2= 𝑟2

𝑦2 =𝑦+𝑟1



The GMW protocol (2P) 

INPUT 𝑦 𝑥𝑦+ 𝑟1
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LOCAL COMPUTATION



The GMW protocol (2P) 

EVALUATION
𝑎

𝑏
𝑐=𝑎1𝑏1+𝑎1𝑏2+ 𝑎2𝑏1+𝑎2𝑏2

1
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𝑎2 𝑏2
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0 1
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𝑟+𝑐00

𝑟+𝑐01

𝑟+𝑐10

𝑟+𝑐11

𝑎2,𝑏2

𝑟+𝑐

𝑐1=𝑟 𝑐2=𝑐+𝑟

𝑎1,𝑏1 𝑎2,𝑏2



The GMW protocol - Optimizations

ÅUsing OT preprocessing [Beaver95]

ÅOT extension [Beaver95, IKNP03]

VGMW implementation [CHKMR 2012]: 5500 gates, 7 sec for 5 parties, 
10 sec for 10 parties (but actually much faster)



Low latency vs high throughput

The garbled circuit paradigm

ÅConstant-round

ÅHigh bandwidth

ÅLow latency and low throughput

ÅGood in slow network

The secret sharing paradigm

ÅMany rounds (depth of circuit)

ÅLow bandwidth

ÅHigh throughput

ÅNeed fast network
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The secret-sharing paradigm – Malicious setting 

ÅSPDZ,  TinyOT,  Mascot ([DO10], [BDOZ10], [DPSZ12], [NNOB12], 
[LOS14], [FKOS15], [KOS16],…)

ÅDishonest  majority, malicious adversary
× Impossible without computational assumption

×No guaranteed termination 



Secret-shared paradigm - Preprocessing model

TRUSTED DEALER

CORRELATED RANDOMNESS
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Secret-shared paradigm – Online phase 

ADDITIVE SECRET-SHARING ADDITIVE SECRET-SHARED MAC

𝛾𝑥 = 

𝑖

𝛾𝑖𝑥 = 𝛼⋅𝑥

𝛼=

𝑖

𝛼𝑖

𝑥1

𝑥2

𝑥3

𝑥=

𝑖

𝑥𝑖



Secret-shared paradigm – Online phase

ÅInput multiplication gate: 

𝑥⋅𝑦

𝑥 𝑦and

𝑥+𝑎−𝑎 ⋅𝑦+𝑏−𝑏=

= 𝑥+𝑎 ⋅𝑦+𝑏 − ∙𝑎 𝑦+𝑏 − 𝑥+𝑎 ∙ 𝑏 𝑎⋅𝑏+

random authenticated triple  
masked and opened 



Implementing the trusted dealer
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1. No secret input when using crypto
2. Constant round preprocessing 

1. Evaluating 𝐹
2. Information theoretic 



Implementing the trusted dealer

OFFLINE PHASE

HOMOMORPHIC 
ENCRYPTION

OBLIVIOUS  
TRANSFER

- Damgard et al. [DO10]
- Bendlin et al. [BDOZ10] (BeDOZa)
- Damgard et al. [DPSZ12] (SPeeDZ)

- Nielsen et al. [NNOB12] (TinyOT)
- Larraia et al. [LOS14]

Frederisken et al. [FKOS15] 
(MultiTinyOT)

- Keller et al. [KOS16]  (Mascot)



Triples generation  for 128-bit field

- 1 Gbit/s link
- 180.224 bits per triples 

(max 5549 triples/s per 2 parties)



Efficient MPC  evaluations of crypto primitives

AND gates are expensive!!! 

- Optimize triple generation in secret-shared MPC protocols

- Optimize circuit representation for secure computation

- Design MPC-friendly primitives



MPC-friendly symmetric key primitives - PRF
[Grassi et al., CCS2016]

×Evaluation of PRF in a secret-shared based MPC system (MASCOT)

ÅSecure join operations on a secret-shared database [LTW13]

ÅOblivious RAM [LO13]

ÅSearchable symmetric encryption, order-revealing encryption [BCO’N11, BLRSZZ15, CLWW16,

BBO’N07, CJJKRS13]

ÅPost-quantum signature [CDGORRSZ17]



PRF – five candidates

𝑃𝑅𝐹𝒌(𝒙):𝔽𝑝
𝑙
× 𝔽𝑞

𝑛
→ 𝔽𝑟

𝑚

𝑘1,…,𝑘𝑙,𝑥1,…,𝑥𝑛 ↦ 𝐹𝑘 𝑥1,…,𝑥𝑛

ÅAES (just as a benchmark)

ÅLowMC [ARSTZ15]

ÅNaor-Reingold [NR97]

ÅMiMC [AGRRT16]

ÅLegendre [D88]



AES
𝐹𝐴𝐸𝑆:𝔽2

8× 𝔽2
8→ 𝔽2

16

ÅSPDZ engine over 𝔽2embedded into 𝔽240

OUTPUT 

(type)

ONLINE OFFLINE LATENCY THROUGHPUT

Multiplications Rounds

shared 960 50 200ms/block 8ms 530 blocks/s



LowMC
𝐹𝐿𝑜𝑤𝑀𝐶:𝔽2

𝑘× 𝔽2
𝑛→ 𝔽2

𝑛

Å𝑘= key size; 𝑛=block size    (bits)

Å𝑚=number of Sboxes

Å𝑟=number of rounds (depends on the security)

ÅAt least 13 rounds (𝑚=49,𝑛=256,𝑘=128)

OUTPUT 

(type)

ONLINE LATENCY THROUGHPUT

Multiplications Rounds

vector shared 1911= 3𝑚𝑟 2𝑟 4.3ms 591 blocks/s

M4R shared 1911 𝑟=13 4.1ms 475 blocks/s



Naor-Reingold
𝐹𝑁𝑅(𝑛):𝔽𝑝

𝑛+1
× 𝔽2

𝑛→ 𝔽𝑝

𝑘,𝑥 ↦ encode(𝑔 {𝑘0⋅∏𝑘𝑖
𝑥𝑖})

OUTPUT (type) ONLINE OFFLINE LATENCY THROUGHPUT

Multiplications Rounds

log public 2𝑛 3+log(𝑛+1)
5eval/s

4.3ms 370 blocks/s

const public 4𝑛+2 7 4.5ms 281 blocks/s

Å𝔾=<𝑔> a multiplicatively written group of prime order 𝑝

ÅEncode be a hash function that maps group elements into elements of 𝔽𝑝

Å𝔾a 256-bit elliptic curve group over the NIST  curve P-256              256-bit prime 𝑝



MiMC
𝐹𝑀𝑖𝑀𝐶:𝔽𝑝×𝔽𝑝→ 𝔽𝑝

⊕ 𝑥3
⊕ 𝑥3 ⋯𝑥

𝑘 𝑘+𝑐1

Ågcd(3, 𝑝−1)=1;   𝑟=73;prime field of size 128 bits

ÅMiMC(basic): one squaring and one multiplication for each round

ÅMiMC(cube): preprocessing the tuple 𝑠,𝑠2,𝑠3 ,𝑠← 𝔽𝑝,𝑦=𝑥−𝑠,

𝑥3 =3𝑦⋅𝑠2 +3𝑦2⋅𝑠+𝑦3+ 𝑠3



MiMC

𝐹𝑀𝑖𝑀𝐶:𝔽𝑝×𝔽𝑝→ 𝔽𝑝

OUTPUT (type) ONLINE OFFLINE LATENCY THROUGHPUT

Multiplications Rounds

basic shared 𝑟 2𝑟

34eval/s
12.7ms 8788 blocks/s

cube shared 𝑟 𝑟 5.889ms 6388 blocks/s



Legendre

𝑙=𝑂(log2𝑝)

Å
𝑘

𝑝
,

𝑘+1

𝑝
,

𝑘+2

𝑝
,…, and 𝐿𝑝 𝑎 =

1

2

𝑎

𝑝
+1 𝑚𝑜𝑑𝑝, 𝑝is a public prime

× 𝐹Leg(bⅈt):𝔽𝑝×𝔽𝑝→ 𝔽2

𝑘,𝑥 ↦ Lp 𝑥+𝑘

× 𝐹Leg(n):𝔽𝑝
𝑙⋅(𝑛+1)

× 𝔽𝑝
𝑛

→𝔽p,

ÅDecisional Shifted Legendre Symbol Problem (DSLS):  Let 𝑘be  a uniformly sampled 
element in 𝔽𝑝 ,distinguishbetween𝒪𝐿𝐸𝐺and 𝒪R with non-negligible probability, 

where

𝒪𝐿𝐸𝐺:𝑥→
𝑘+𝑥

𝑝
and   𝒪𝑅:𝑥→{−1,1}



Legendre – MPC evaluation

Public output:
ÅGiven a shared non-zero 𝑎 we want to compute 𝐿𝑝(𝑎)

ÅTake a random preprocessed non-zero square [𝑠2]
ÅCompute 𝑐= 𝑠2 ⋅𝑎 and open c

By the multiplicativity of the Legendre symbol: 𝐿𝑝(𝑎)=𝐿𝑝(c)

V n evaluations in parallel → n-bit output PRF 
V n multiplications and n openings in two rounds 



Legendre – MPC Evaluation

Sharedoutput:



Performance of the PRFs (LAN setting)  

PRF OUTPUT 

(type)

ONLINE LATENCY THROUGHPUT

Multiplications Rounds

AES Shared 960 50 8ms 530 blocks/s

LowMC(v) Shared 1911 13 4.3ms 591 blocks/s

LowMC(M4R) 1911 26 4.1ms 475 blocks/s

NR(log) Public 2𝑛 3+log(𝑛+1) 4.4ms 370 blocks/s

NR(const) 4𝑛+2 7 4.5ms 281 blocks/s

MiMC(b) Shared 73 146 12ms 8788 blocks/s

MiMC(c) 73 73 5.9ms 6388 blocks/s

Leg(bit) Shared 2 3 0.3ms 202969 blocks/s

Leg(n) 256 𝑛 3 1.2ms 1535 blocks/s


